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Innovation in Africa

Meeting with Observatory

Exchange of best practices on Ideaspower@school and IP teaching.

Targeting the management of stakeholder network, the methodology and content
of specific studies, and enforcement tools.

e Reports presentation

Expert: Gyta Berasnevicilte-Singh

e (Case law cases presentation

Experts: Véronigue Delforge, Erling Vestergaard



Afr 7

1. Blocking orders and liability of intermediaries: Premier League (UK, IE), New
judicial procedure in France (Arcom)

2. Case examples showing damages calculation in trademarks cases
3. Landmark decisions in criminal law: SKF case, Popcorn Time




Euipo: lllegal IPTV in the European Union, Euipo: Online copyright infringement in the
2019 European Union Dec.2021

Blocking orders and liability of intermediaries

New forms of online piracy: live streaming piracy
« Streaming is the most used access method to pirate content (about 80 % of all access)

* IPTV (internet protocol television): subscription based or open IPTV streams

— Television market: from traditional modes of broadcasting by air, satellite and cable
toward internet-based streaming / IPTV offers (continuous broadcasting) - live & on demand

. lee Streamlng — open web streams (intermittent broadcasting)

ce :
00 4 How you stop rapidly innovating online infringement occurring? The

— answer might be to adopt an equally innovative approach to the law in
o the area, that can match and claim victory over a wily and underhand

— opposition (without going into extra time)— Burges Salmon LLP

Transcoding services
CE I



https://www.lexology.com/library/detail.aspx?g=a68db02f-12f5-4169-aa8f-56d35395d3b5
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiG3e7q4ub4AhVB-4UKHYEQBQ0QFnoECAQQAQ&url=https%3A%2F%2Feuipo.europa.eu%2Ftunnel-web%2Fsecure%2Fwebdav%2Fguest%2Fdocument_library%2Fobservatory%2Fdocuments%2Freports%2F2019_Illegal_IPTV_in_the_European_Union%2F2019_Illegal_IPTV_in_the_European_Union_Full_en.pdf&usg=AOvVaw37MxaIvxeQzh7Ih4kAOeD8
https://euipo.europa.eu/ohimportal/en/web/observatory/online-copyright-infringement-in-eu_2021

Legal framework

Action v. Parties often
best placed to bring such
infringing activitiesto an
end (Art. 8(3), Rec. 59
Infosoc)

E-Commerce
Directive

InfoSoc
Directive

Regardless liability

IPRED

- 1

Digital Service
Act

Instructs MS to ensure the
availability of court
actions against
information society
services’ activities to
terminate any alleged
infringement and prevent
further impairment of
involved interests

Article 18(1)

Article 14(3)

Member States shall
ensure that rightsholders
are in a position toapply
for an injunction against
intermediaries whose
servicesare used by a
third party to infringe a
copyright or related right

Article 8(3)

Rec. 59

Member States shall also
ensure that rightsholders
are in a position toapply
for an injunction against
intermediaries whose
servicesare used by a
third party to infringe an
intellectual property right
(...)

PISshall, inform the
authority issuing the order
of the effect given to the
orders, without undue
delay;

“standardized orders”:
statement of reasons,
Uniform resources
locators” & Copy to be
sent to other DSC

Article 8




Definitions

Remedies under Infosoc
Directive and IPRED but
divergent
implementation &
application

Live blocking
order

Allow the repeated blocking of a site, every time a live
broadcastis in process

“Injunctions which can be issued, for example, in cases in
which materially the same website becomes available

immediately after issuing the injunction with a different IP . .
address or URL, and which are drafted in a way that Dynamlc bIOCklng
makes it possible to also cover the new IP address or URL, N 1

without the need for a new judicial procedure to obtain a |njunCt|0n

new injunction” (IPRED Guidance)

“an order requiring an internet intermediary to implement . L. .
technical measures directed at preventing or disabling B |0Ck| ng | nJ unction

access to a specific internet location’



Case-Law: ‘Live’ blocking injunction — Sport (UK) - Multiple steps approach J.Arnold

UK - Football Association Premier League (FALP) v BT, High Court, 8 March

2017 -~

NORMS

« Section 97A of the Copyright, Designs and Patents Act 1988;

» Article 8(3) Directive 2001/29/EC 43
FACTS PREMIER

* FALP vs 6 UK ISPs (among which licensees of Premier League contJrE)AGUE

» Order to immediately block streaming servers identified by FALP’s technology
as infringing


https://www.bailii.org/cgi-bin/format.cgi?doc=/ew/cases/EWHC/Ch/2017/480.html&query=HC-2017-000458+

Case-Law: ‘Live’ blocking injunction — Sport (UK) - Multiple steps approach J.Arnold

|. Background — Why injunction against Streaming servers?

GROWING PROBLEM of live Premier League footage being streamed without consent of

FALP on internet

5 factors — evidences that football fans turn to streaming devices as a substitute for paid

subscriptions
SOURCE!

The streaming server is the crucial link in the chain by which an
unauthorised copy of footage of a Premier League match is transmitted
to the consumer. A single server may be accessed using a number of
different user interfaces. For example, the same stream on the same
server may be accessed via multiple apps, websites and add-ons for
set-top boxes. If access to that server is blocked, all of those access
mechanisms will be disrupted (para 17)


https://www.allot.com/blog/is-tv-piracy-a-problem-or-an-opportunity/

Case-Law: ‘Live’ blocking injunction — Sport (UK) - Multiple steps approach J.Arnold

ll. The order : « Live »
Two-stage exercise to compile Target Servers to block:

* Fingerprinting technology + other subset identified by FALP (predominant purpose to
provide access to infringing streams, not used for other substantial purpose)

‘Order’ different from previous blocking websites orders

Live’ blocking order: effect only at the times when live FALP footage is broadcast

Dynamic list of Target Servicers ( re-set each match during FALP season)

Only for a short period (18/03/2017- 22/05/2017: 2016/2017 premier League season)-
effectiveness assessment, adaptation for next season

Additional safeguards: notice to each hosting providers weekly basis, when IP adress is
subject to blocking — and redress mechanisms




Case-Law: ‘Live’ blocking injunction — Sport (UK) - Multiple steps approach J.Arnold

ll. Four Juridictional requirements

1. Are defendants service providers?

2. Do the users/operators of the Target services
infringe FAPL copyrights?

3. Use of the defendants’ services to commit
the infringements?

4. Actual knowledge

YES — E-Com Directive ‘Mere conduit

YES

Reproduction/ copy by users in the course of
streaming the works Operator perform an act
of communication to the public (deliberately,
full knowledge) targeted at the public in the UK

YES (essential role — user’s access to the
Target Servers)

YES (pre-application correspondence,
notices, evidence)



Case-Law: ‘Live’ blocking injunction — Sport (UK) - Multiple steps approach J.Arnold

IV. Should an order be made? PROPORTIONALITY

Balancing of rights

Effectiveness and dissuasiveness

Substitutability
Alternative measures
Not unecessarily complicated or costly

Avoidance of barriers to legitimate trade

Safeguards

Proportionality

IP protection / Freedom to carry out business/info

More effective than blocking websites, new
(automated) monitoring techniques, education

Dynamic order
Failed takedown notices, criminal prosecutions
(5 of the Defendants support the Order)

Targeted nature of the Order, short lifespan and
bandwidth requirements

Short duration, etc.

Yes



Case-Law: ‘Live’ blocking injunction — Sport (UK) - Multiple steps approach J.Arnold

Next:
 Extension of the first decision to 2018-2019 season, 2019/2020 season

» Sign of effectiveness and balanced order (no overblocking)

Model in EU?



Case-Law: ‘Live’ blocking injunction — Sport (UK) - Multiple steps approach J.Arnold

Ireland: legal test for the granting blocking injunctions

1.
2.

Necessary Intermediaries’ services are being used to infringe copyright;

Costs not excessive, disproportionate - Order will not impose ‘unbearable
sacrifices’ on ISPs;

Cost sharing proposals fair and reasonable
Respect fundamental rights of the parties affected

Duration and provision for review must be reasonable

27/03/2014, C-314/12, UPC Telekabel Wien GmbH v Constantin Film Verleih GmbH,
Wega FilmproduktionsgesellschaftmbH, EU:C:2014:192)


https://curia.europa.eu/juris/liste.jsf?language=fr&num=C-314/12

October 2021: Actno 2021-1382 of 25 October 2021 on the regulation and protection of access to cultural works
in the digital age.

Case-law: Live’ blocking injunction — Sport France « New accelerated procedure »

Dedicated judicial proceeding for RHs of sport
content

Enabling also ‘live blocking’ measures

Judge can order season-long dynamic blocking
injunction

Rely on ARCOM (regulator) trusted third party/ One-
stop-shop to facilitate identification of pirate sites

Rely on ARCOM to characterize illicit websites upstream
rc o m and downstream of judicial decisions



https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000044245615

Case-law: Live’ blocking injunction — Sport France (‘Roland Garros’)

Tribunal Judiciaire de Paris, Fédération
Francaise de Tennis v SFR-FIBRE, ORANGE,
ORANGE CARAIBE, SOCIETE FRANCAISE
DU RADIOTELEPHONE-SFR, SOCIETE
REUNIONNAISE DU RADIOTELEPHONE SRR,
FREE, BOUYGUES TELECOM, COLT
TECHNOLOGY SERVICES, OUTREMER
TELECOM and CANAL + TELECOM, N° RG
22/53742, [25 May 2022] — ROLAND GARROS




Case-law: Live’ blocking injunction — Sport France (‘Roland Garros’)

Norm:

* Article L.333-10 of the Sports Code
Facts: May 2022

* French Tennis Federation (exclusive licensee broadcasting rights over Roland
Garros tennis matches) versus FR ISPs

* Request to block infringing domains to prevent access to infringing IPTV
services + block future mirror websites of the domains listed in the claim.


https://www.legifrance.gouv.fr/codes/article_lc/LEGIARTI000044247629/

Case-law: Live’ blocking injunction — Sport France (‘Roland Garros’)

Two step analysis

1° infringement to the audiovisual
exploitation rights (L333-1)
‘serious and repeat infringements’
Communication to the public

2° Measure sollicitated
Proportionate and strictly necessary
- List of Domain names

- Freedomabout method of implementing

- Limited duration
- Urgency of the matter ( 2 days)

stream2watch.com
lalastreams.me
jokerlivestream.art
jokersecretpage.xyz
batmanstream.org
cdn.laolal.live
freestreams-livel.com
4stream.gg
streambee.to

livetv.sx
cdn.livetv541.me
mamahd.best
live.jokerswidget.org
live.harleyquinnwidget.live
mygoaltv.org
tennistream.com
cnnlivestreams.com
cdn.livetv543.me

ja—
A

+ Safeguards (overblocking)
+ Arcom supporting update
Costs?




Latest developments and trends- Static, Dynamic, live blocking injunctions in EU

Last reports

* Euipo: Study on Dynamic blocking injunctions in the European Union -
March 2021

* EAO: Mapping report on national remedies against online piracy of sports
content-Dec. 2021

* EP(JURI) Study on cross border enforcement of IP rights in the EU - Dec.
2021

Recent case-law in EU:

* EUIPO: Recent case-law on IPR enforcement (last version May-June
2022)

Main trends:

* New targets? DNS blocking (Cloudflare Germany & Italy, Quad9)

* Increasing role of administrative bodies in the EU: Dynamic — live
blockinginjunctions

* Voluntary initiatives

NNNNNNNNNNNNNNNNNN



https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwiG1YDSjZv2AhXFxoUKHQ-4CLcQFnoECAIQAQ&url=https%3A%2F%2Feuipo.europa.eu%2Ftunnel-web%2Fsecure%2Fwebdav%2Fguest%2Fdocument_library%2Fobservatory%2Fdocuments%2Freports%2F2021_Dynamic_Blocking_Injuctions%2F2021_Study_on_Dynamic_Blocking_Injuctions_in_the_European_Union_FullR_en.pdf&usg=AOvVaw3pYyMXD2iH3CwR-ZCEIOcU
https://digital-strategy.ec.europa.eu/en/library/national-remedies-against-online-piracy-sport-content
https://www.europarl.europa.eu/thinktank/en/document/IPOL_STU(2021)703387
https://euipo.europa.eu/ohimportal/en/web/observatory/case-law
http://copyrightblog.kluweriplaw.com/2021/07/12/duties-of-dns-resolvers-and-cdn-providers-the-coa-cologne-germany-finds-cloudflare-accountable/
https://torrentfreak.com/italian-court-orders-cloudflare-to-block-a-pirate-iptv-service-201014/
https://torrentfreak.com/dns-resolver-quad9-appeals-pirate-site-blocking-injunction-in-german-court-210906/
https://www.google.com/search?q=study+on+dynamic+blocking+injunctions+in+the+european+union&client=firefox-b-e&sxsrf=AOaemvLtl_Ct1oTg9A0uMhqsLZB21lxB0w:1639416181368&source=lnms&tbm=isch&sa=X&ved=2ahUKEwjvh4SZpeH0AhWUA2MBHVzZCl8Q_AUoAnoECAIQBA&biw=1920&bih=927&dpr=1

Latest developments and trends- Static, Dynamic, live blocking injunctions in EU

Administrative bodies in the EU -

Committee for the Notification of Copyright and Related Rights Infringement on the Internet

GREECE (EDPPI) Dynamic, live
ITALY Autorita per le Garanzie nelle Comunicazioni (AGCOM) Dynamic, live
LITHUANIA Radio and Television Commission of Lithuania (RTK) Dynamic
SPAIN Comisién de Propiedad Intelectual, Seccién Segunda Dynamic

FRANCE Audiovisual and Digital Communication Regulatory Authority « ARCOM » (law 26 octobre 2021)  Dynamic, live

PORTUGAL General Inspectorate of Cultural Activities (IGAC) — MoU Dynamic, live

Draft law - Service de lutte contre les atteintes au droit d’auteur et aux droits voisins commises en .
BELGIUM e Dynamic


https://hadopi.fr/actualites/en-route-vers-larcom

Latest developments and trends- Static, Dynamic, live blocking injunctions in EU

Voluntary initiatives in the EU

DENMARK

BELGIUM

UK

PORTUGAL

SPAIN

GERMANY

NETHERLAND

SWEDEN

ITALY, FRANCE

Code of Conduct for handling decisions on blocking access to services, infringing intellectual property rights’
- Telecommunications Industry and the Rights Alliance

Code of Conduct Belgian Internet Service Providers (ISPA)
Code of Conduct with search engines (demotion of copyright infringing websites)

General Inspectorate of Cultural activities (IGAC)
Anti-piracy agreement between telecommunications and cultural industries on dynamic blocking injunction
(2021)

Code of Conduct - Clearing Body for Copyright on the Internet (CUII) — voluntary ISP blocking after oversight
from review committee and DE Government Federal Network Agency (BNetzA) (2021)

Agreement BREIN with Dutch ISPs: when BREIN obtains a blocking order against one ISPs, other ISPs will
voluntarily apply it as well (2021) — First Ruling Rotterdam Court (24 March 2022)

Agreement between RHs and SE ISPs — towards a simplified and more efficient (judicial) process to handle
blocking orders (2022) — info here and here. (2022)

Regulatory framework for developing Code of Conduct (FR: New Law 2021-1382)


https://eur05.safelinks.protection.outlook.com/?url=https%3A%2F%2Frattighetsalliansen.se%2Fwp-content%2Fuploads%2F2022%2F05%2FBranschoverenskommelse.pdf&data=05%7C01%7CVeronique.DELFORGE%40euipo.europa.eu%7Cbe2831f2465744c9d75908da326dafcc%7C30ba0c6504bb44e98bd0ccdaa5b1adcb%7C0%7C0%7C637877743915241308%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=RDPF3BLrYEfab3cViuD3sKD7NPDYoZze2R1LdYgs3xM%3D&reserved=0
https://eur05.safelinks.protection.outlook.com/?url=https%3A%2F%2Frattighetsalliansen.se%2Fwp-content%2Fuploads%2F2022%2F05%2FBranschoverenskommelse.pdf&data=05%7C01%7CVeronique.DELFORGE%40euipo.europa.eu%7Cbe2831f2465744c9d75908da326dafcc%7C30ba0c6504bb44e98bd0ccdaa5b1adcb%7C0%7C0%7C637877743915241308%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=RDPF3BLrYEfab3cViuD3sKD7NPDYoZze2R1LdYgs3xM%3D&reserved=0
https://eur05.safelinks.protection.outlook.com/?url=https%3A%2F%2Frattighetsalliansen.se%2Fwp-content%2Fuploads%2F2022%2F05%2FAnslutningsavtal.pdf&data=05%7C01%7CVeronique.DELFORGE%40euipo.europa.eu%7Cbe2831f2465744c9d75908da326dafcc%7C30ba0c6504bb44e98bd0ccdaa5b1adcb%7C0%7C0%7C637877743915241308%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=CNFpuzx8xeCnaSXsC8bdxCE3vFEEaGXMk%2BQjYLnrnoY%3D&reserved=0
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