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AGENDA - ONLINE ENFORCEMENT

1. Objective.
2. Disruption.
3. Investigation.

4. Conclusion.
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OBJECTIVE

To review online enforcement of
intellectual property rights in the European Union.
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Disruption
e A

Application Layer (Front-end Software Receiving and Presenting Data)

Network Layer (Routing and Transport of Data)

Certificate Authorities VPN Services Network Anonymity

Physical Layer (Equipment Storing and Transmitting Data)

Hardware Controllers Hardware Vendors
Network Operations Centres
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Application Layer (Front-end Software Receiving and Presenting Data)

MM Marketplaces | Transaction Networks | Advertising
Social Network Information Payment/Credlt Advertlsmg
t gt Marketplaces Card Networks Agency
Cloud Storage Localisation

Tools (Search Retail Empona Virtual Advertising
Media Sharing Engines): Currency Prov. Exchange
- Algorithmic Ticketing
Publishing g. : Portals Online Payment | Demand/Supply
i - Optimized Provider i

Service Side Platform
- App Stores
Location Shortening Transaction Tradlng Desk
Service Service Social Processor
. Commerce Ad Server
Virtual/ Micropayment
Gaming World Provider Data Supplier
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 Notice and Takedown.

e Domain Name Seizure.

* Payment Processors.

* Advertising.
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Ranking.

e Removal of sales.

* Blocking.

e Awareness.



EUGZZP

EU Georgia Inteilectual Property Project

Report

Intermediary

B unequivocally unlawul

Inform the Notifier
and not taking-down
the content

Content is

Remove the content

Contact the content
provider and request the
removal of the content

Advice the notifier to
reach an agreement

Provide the notifier with
the contact details of the
content provider

Remove the content

—  Agreement

—»  No Agreement

[
' v

Official Bring the
Report to dispute to
the Police the Court
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Disruption

i . A DT GO L AT
United States United Kingdom
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Belgium Belgium

010111001001
U001 1001001101011

f 00101611 1007001 1500110111
Peeconomie  EEEE
e
This domain name has been

Operation In Our Sites-Project TransAtlantic Il is a coordinated effort
by U.S., European, and Hong Kong law enforcement agencies targeting

websites and their operators that sell counterfeit goods.
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Disruption

Complaint
Form of
RogueBlock
Website

Rightholders identify a Rogue Web Site

Cease and Desist Letter to the Rogue Web
S

Complaint is sent

IACC Reviews the back to Rightholders —_ v
Complaint Form to correct No Yy Satisfactory
ollclenciss Response Response
No Payment
Accountwas

- S, | ECIIITIN i

Complaint fulfils the

IPR Center has not

initiated ill not Payment
ni or will no
starta criminal | Pmc:-ss‘:»rs
procedure nvestigation
Non Open-Loop Open-Loop
Networks Networks
Merchant's
account
Trace Message scead
terminated
IPR Center has
IPR CENTER HOLD OPPORTUNITY i’:’lmﬂl.d:if"\:lnl:'

procedure
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Protec ting [,’;;}1[\ Holders Since 1979 Calendar Media Member Access

TACC

Iternarionst AsniCounterremin Coauirioy About ~ Membership  Online Initiatives ~ Webinars  Conferences  Training  Advocacy  Find an Expert  Resources  News and Views

EUROPOL IP Crime Virtual Conference
2021

Join us for the 2021 Europol Intellectual Property Crime Virtual
Conference gathering representatives from law enforcement
agencies and the private sector to discuss the fight against IP
crime.

Find out more here
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Disruption

Submission to the Werberat of
complaints related to Advertising

Monitoring activities of suspicious websites by
Environments Breaching Copyright by

Associations
Associations
Complaint
»  considered not - »  End of procedure
v Justified
Preliminary T
i > Mﬂ"/.w | »  End of procedure
complaint by the v
Office Request to the Advertiser
Complaint /Agencytoissuean
> considered *  opinion within 3 working
Jon. i Advertiser/ Agency does not
discontinue the advertising or
does not issue a response
T
v
End of procedure
The Office forwards the
x complaint to the Small
Senate with a request for
comments within 3
Appeal by Advertiser before Ethics Senate working days
r % of C ! P— .
Decision of Ethics
Senate (non- S — A — Arguments by Advertiser / Agency
binding) Appeal by Advertising Environment ‘ = 4
Breaching Copyright before Ethics Senate £ inati "
submission of additional information| Senate of the complaint y by
_Ar.um Advertising
- Environment Breaching Copyright
— <« Small Senate requests removal
End of procedure | Aovettion/ Ay of the o / — ™ &nd of proced
discontinues the advertising the advertising to of procedure
ey Advertiser / Agency
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Disruption

Meetings Contact Us IP Portal English ~

=

WORLD
INTELLECTUAL PROPERTY
ORGANIZATION

IP Services Policy Cooperation Resources About IP About WIPO

Home » Building Respect for IP » WIPO ALERT
WIPO ALERT
WIPO ALERT is a secure, online platform to which authorized T

bodies in WIPO member states can upload details of websites or
apps which have been determined to infringe copyright according £ —

to national rules. p 2
» Who can use WIPO ALERT? . ‘

Interested in becoming an authorized user of WIPO ALERT? Contact us. Video: Watch this short video to learn why
advertisers are using WIPO ALERT to improve
brand safety.

Read the full list of WIPO ALERT FAQs.
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USERS
Advertisers /
Agencies
download lists of
URLs

CONTRIBUTORS
upload
pirate URLs

Trade Associations
(recommended practice)
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Disruption
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Disruption

10% off with code  _, st~ ~
1 Sell  Watch List My eBay fat =2

Hello. Sign in or register  Dally Deals ~ Brand Outlet  Help & Contact s b i

Shop by Yy All Categories A
eb y bl (O % Search for anything Il Categories Search
Home ¥ Saved Home & Garden Electronics Fashion Sports & Leisure Health & Beauty Toys Motors Home Entertainment Collectables Deals Local

Decluttering?
Sell it for FORCHARITY
charity. :

You can donate anything from 10-
100% of your listings profits.

Find out more —>

Get more from eBay and Nectar

*Up to 300 base points. T&Cs apply.

Link your accounts and collect 1 point for every £1 you spend.* |

Savings are here!

Get what you love for less.

Shop now

£599.00 £38.99 £44.99 £73.99 £16.99
(£38.99/Unit) £147.99 - 50% OFF
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> Against
Approx. 2 Rightholder
~* Presents claim Court ruling —
Emails TI > Favour
~— informing about Rightholder
the claim

l
: |

Rightholder RettighedsAlliancen
sends email to sends email to TI
TI to implement to implement the
the blocking blocking

TI send the ruling
to its members to
implement the
blocking
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FAKES CRASH COMPUTERS!
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Disruption

(" AGORATEKA

- About  Your Country  Statistics FAQ  Contact

A way to identify legal
content online

Music/TV & Films/e-books/Video Games/Sports events
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Investigation
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Conclusion

« Intermediaries can be effective allies.

« Voluntary measures - Quicker impact.

» Voluntary measures - Cheaper.

« Voluntary measures - May be only option.

« Investigation - last resort (?) - follow the money.
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EU Georgia project, funded by the European Union and implemented by the European Union Intellectual Property Office (EUIPO)

www.eugipp.eu
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