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d Phase 1: Online Business Models
Infringing IPR Study, July 2016
J Report available here

Research on Online Business Models
Infringing Intellectual Property Rights

Phase 1
nline business

July 2016



https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/resources/Research_on_Online_Business_Models_IBM/Research_on_Online_Business_Models_IBM_en.pdf
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Reference: Identification of legal decision (if any)

Date of Decision: Date of Analysis

Based on the “Business Mode| Canvas” by Strategyzer.com

. . =
Business Model Summary: - A B D E E
85 . . . . . . .
- . . ot | Internet Site| Third Party | Social Media| Gaming E-mail, Mobile
?hor’t summar‘);d:scrlptlon of the business model with :E)E Controlled | Marketplace or Virtual | Chatroom or Devices
ocus on specific features or traits. » by Infringer World Newsgroup
Indication of whether the business model is to be 'FRA"C'[{"";'S‘"Q
considered deceptive or non-deceptive.
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Trade mark Registration Fraud

E Ul PD European Union Intellectual Property Directory
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Trade mark Registration Fraud

Q lpo European Trade marks and Designs

INTELLECTUAL PROPERTY OFFICE

European Central Register
of Brands and Patents

Registro central europeo de marcas y patentes
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* * HIBEA European Trademark Organisation S.A.

Brussels, EU Parliament

E C T 0 Square dle Meels 37

¢ % 1000 Brussels
N ¥ % Belgium

Sqguare de Meeus 37 - 4th Floor -
1000 Bruxelles '
www.europeantrademark.org
info@europeantrademark.org
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U Phase 2: Previously Used Domain
Names Study, October 2017
U Report available here

Research on Online Business Models Infringing
Intellectual Property Rights - Phase 2

Suspected trade mark infringing e-shops utilising previously
used domain names


https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/reports/Research_on_Online_Business_Models_Infringing_IP_Rights.pdf
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Tva delegationer fran
Europapariamentet dker den hér
veckan fill Turkiet for att ta del av
stddprojekt for flyktingar och méta
frivilligorganisationer och andra
partners for att bedéma situationen pa
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Information Skola,

Press
Europaparlamentets De svenska
informationskontor Auaalt :1ce':ﬂa ledaméterna ?nca':erial ap:::&k'

europaparl.se

Sok praktik pa Europaparlamentet! 6 Facebook

Twitter

m 311 people like this. Sign Up
to see what your friends like.

Tweets av @ep_sverige

Europaparlamentet

Journalist och nyfiken p& EP? Ansdk
om resestipendium till Strasbourg fér
april, maj eller juni. Mer info har:
bit.ly/2ns46Bg

Badda in Visa pa Twitter
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europaparl.se

Number of
products: 2288
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“europeperl T oo
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Ledig

komfort
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Svenska Kronor %

KATEGORIER

smycken
tillbehr
Spel fritid
Hem livsstil
klder

Sverige Mode Online Singing Sirens Spoil Engine T-Trja
Internet Shopping

NYA PRODUKTER

+263-33-5EK- 32501 SEK
spara: 74% rabatt

Sverige Mode Online Vargar Pack
Wildcat Halsband Internet
Shopping
+300:03-5EK- 390.01 SEK
spara: 70% rabatt

Sverige Mode Online Skel Key Twenty One Lotsari T-

Sverige Mode Online Svart 2 %
Shirt Internet Shopping

Wildcat Erikoistehostepiilolinssit
Internet Shopping
+23563-s8 308.76 SEK

enara: 75% rahatt

+308-+6-5EK- 300.63 SEK
spara: 77% rabatt

Sverige Mode Online Snake Pit En Dag Att Minnas T-

Sverige Mode Online Skallar Alchemy England
Munkjacka Internet Shopping

Sverige Mode Online Skalle Stack Asking Alexandria T-
Shirt Internet Shopping

+3086-SEK- 389.93 SEK
spara: 70% rabatt

+235:66-5Ei 390.01 SEK
spara: 69% rabatt

e

Sverige Mode Online Snake Pit En Dag Att Minnas Trja

Trja Internet Shopping Internet Shopping

+28338-58K- 333.13 SEK
spara: 74% rabatt

+216:65-5EK- 35743 SEK
spara: 70% rabatt
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VALUTOR Hem :: Kontakea oss

Svenska Kronor & r Kontakia oss

KATEGORIER . (1Bl

MNamn:
smycken :
tillbehr spost:
Spel fritid Meddelande: *
Hem livsstil
klder

NYA PRODUKTER

europaparl.se |

Sverige Mode Online Korta Sleeve

Number of Coiog St ot S
products: 2288

P R 36 K

Sverige Mode Online Kortrmad
Kontrastfrg Raglan Urban Classics
T- Internet Shopping
H2sassEx- 316,88 SEK

spara: T3%
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KATEGORIER

smycken
tillbehr
Spel fritid
Hem livsstil
kider

eu ropa pa rl.se ‘ NYA PRODUKTER

Number of

Sverige Mode Online Doomtrooper
Black Label Society T-Trja Intemnet

Shopping

+2%9.41-8EK- 140 38 SEK

Sverige Mode Online Windbreaker
Brandit Windbreaker Internet

products: 2288 S

: 68% rabatt
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Hem :: Frake & Retur

Frakt & Retur

1. Retur

1. Vi tilldter endast en fullstindig aterbetalning for objekt som har problem som orsakas av oss. 2. Om dter paketet inte innchiller alla de tillbehtr och delar den levererades med, kommer
kostnaden for de tillbehér och delar dras av frin det totala produktpriset och kan endast motivera en particll dterbetalning.

3. Om av nigon anledning, maste du dndra storlek, fiirg, eller bidraget under pd grund av "skillnad”, kommer fraktavgifien dras av frin det totala produktpriset

2. Utbyten

Vi kommer att acceptera utbytet for en annan storick eller firg inom 30 dagar frin den ursprungliga bestiliningen leveransdatum. Kontakta oss med din bestéllning ID och en av vira
medarbetare kommer att hjilpa dig. Om du vill byta objekt till en annan stil, skulle du behdva gi dina objekt for en Aterbetalning (enligt Angerriitt) och placera en ny order pa den stil du
foredrar.

Du méste kontakta oss innan du skickar poster tillbaka. Alla objekt skickas tillbaka till oss miste vara i sitt ursprungliga skick, dvs inte slitna, dndras eller tviittas, med alla miirker fiist. Slitna
eller smutsiga foremal kommer att dterlimnas till dig.

Vi tiicker inte fraktkostnaden utbyten, kommer du att ansvara for returfrakten och for frakt och hantering kostnader for sjofarten de utbytta objekt tillbaka till dig. Vi rekommenderar att du
ligger till spdming och forsitkring niir du skickar artiklar till oss for din egen sikerhet, eftersom vi inte kan vara ansvarig for forlorade forsiindelser. Sindning och bruksladdningar e
dterbetalas.
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2016-03-12

1l | state: expired

2 | domain: europaparl.se

3 | holder: europal702-00050

4 | admin-c: artisa0702-00001

5| tech-c: artisall0l-00001

€|billing-c: artisal0702-00001

7 |ereated: 2004-03-10

B modified: 2015=02=07

9 | expires: 2016=-03=10

europaparl.se 10 | deactivationdate: 2016-03-20

11 | nserver: dnsl.artisan.se

12 | nserver: dnsZ.artisan.se
Number Of 13 | dnesec: unsigned delegation

14 | status: ok
prOdUCtS: 2288 15 | registrar: SE Direkt

16

|P Address 23.252.76.107 - 20 other sites hosted on this server

|IP Location - Mugla - Mugla - Inter Met Bilgisayar Turizm Tic Ltd 5ti

ASN Bl AS59447 SAYFANET |, TR (registered Jul 12, 2012)
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bandidos-regensburg.de

Home

Member Bekieidung
Support Bekleidung
Events

In Memory

Galerie

Chapters GERMANY
Chapters WORLD
Support GERMANY
Gringos MC Regensburg
Kontakt

Gastebuch

Links

Anfahrt

Impressum

SANGRE POR SANGRE

BANDIDOS
REGENSBURG

BANDIDOS MC - REGENSBURG

“Ziemlich boése Freunde - Wie wir die Bandidos in
Deutschland griindeten”

Zwei hochrangige Bandidos-Rocker berichten aus
erster Hand

Vorsicht Bestseller-Gefahr!

Lesen bildet und hier berichten keine Aussteiger oder
minderqualifizierten Undercover-Agenten, sondern
keine geringeren als die beiden immer noch aktiven
Bandidos-Rocker, die mal3geblich an der Griindung des
Bandidos MC in Deutschland ,schuldig® sind.

Ab sofort ist die Bestellung dieses authentischen Szenebuchs mdglich! Es mul3 mit
einem schnellen Ausverkauf der ersten Auflage gerechnet werden — nicht, weil
Rockerliteratur Mode wurde, sondern weil in diesem Fall keine selbsternannten
Experten ihr Zivilversager-Dasein kaschieren; nein hier schreiben Akteure aus dem
Epizentrum der ,Champions League” der Rockerwelt.

CLUBHAUS

BANDIDOS MC
REGENSBURG
-Kellberg-

Talblick 12

93055 Regensburg

Open House

Freitag 14.6.13 ab 20.00 Uhr
Freitag 12.7.13 ab 20.00 Uhr
Freitag 09.8.13 ab 20.00 Uhr

Aktuelles

Néachstes Open House
14.06.2013 ab 20.00 Uhr
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SANGRE POR SANGRE

BANDIDOS
REGENSBURG

bandidos-regensburg.de

Home BANDIDOS MC - REGENSBURG CLUBHAUS
Member Bekieidung BANDIDOS MC
N m b e r O f Support Bekleidung “Ziemlich bose Freunde - Wie wir die Bandidos in ﬁ(i(“;::gs_aurzs
u Everits Deutschland griindeten” Talblick 12
93055 Regensburg
products: 4051 e lomary
M o Zwei hochrangige Bandidos-Rocker berichten aus
s erster Hand
Chapters GERMANY
Vorsicht Bestseller-Gefahr!
Chapters WORLD Open House
Support GERMANY Lesen bildet und hier berichten keine Aussteiger oder Fre!tag 14.6.13 ab 20.00 Uhr
minderqualifizierten Undercover-Agenten, sondern Freitag 12.7.13 ab 20.00 Uhr
Gringos MC Regensburg keine geringeren als die beiden immer noch aktiven Freitag 09.8.13 ab 20.00 Uhr
Kontakt Bandidos-Rocker, die mal3geblich an der Griindung des
Bandidos MC in Deutschland ,schuldig® sind.
Gastebuch
Links Ab sofort ist die Bestellung dieses authentischen Szenebuchs mdglich! Es mul3 mit
einem schnellen Ausverkauf der ersten Auflage gerechnet werden — nicht, weil Aktuelles
Anfahrt Rockerliteratur Mode wurde, sondern weil in diesem Fall keine selbsternannten
Impressum Experten ihr Zivilversager-Dasein kaschieren; nein hier schreiben Akteure aus dem Nichstes Open House

Epizentrum der ,Champions League” der Rockerwelt. 14.06.2013 ab 20.00 Unhr
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bandidos-regensburg.d

Number of
products: 4051

What information do we collect?

We collect information from you when you place an order or subscribe to our newsletter.

When ordering or registering on our site, as appropriate, you may be asked to enter your: name, e-mail address, mailing
address... You may, however, visit our site anonymously.

What do we use your information for?

Any of the information we collect from you may be used in one of the following ways:

To process transactions

Your information, whether public or private, will not be sold, exchanged, transferred, or given to any other company for any
reason whatsoever, without your consent, other than for the express purpose of delivering the purchased product or service
requested.

To send periodic emalls

The email address you provide for order processing, will only be used to send you information and updates pertaining to your
order.

How do we protect your information?

We implement a variety of security measures to maintain the safety of your personal information when you place an order or
enter, submit, or access your personal information.


http://bandidos-regensburg.de
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bandidos-regensburg.de

Number of
products: 4051

Shipping & Returns

Please read the following terms carefully before you place your order. Qur service team will provide after-sale service
according to these terms when your transaction is approved.

Shipping

Orders usually are dispatched within 1-2 business days from the order date.We use International Express Service for all
international deliveries, our service team will provide a tracking number for tracking online immediately after the goods are
dispatched.Usually,we will ship item by Air Post,which needs 7-10working days.

Tracking

Our service team will email the customer the tracking no. together with the site where they can track their order after the
order has been dispatched We Kindly advise the buyer to check their email or the shipping status of their order from time to
time,and contact their local post office when they are available . If the package has been returned to us due to no one
signing for it,we will not accept full refund on it. If the customer still want the returned order,then they are responsible for the
reshipped freight which is depended on weight of the commodity.

Cancellation & Modification

If you wish to cancel your order, pls email us immediately. The order cancellation and modify are accepted within 5 hours
OMLY. 10% cancellation fee applies. Shipped orders cannot be cancelled.

Return

1. If you want to return the products, please contact us within 7 days after receiving it, and inform us the reason for the
return. If there are severe quality problems, please kindly show us some pictures of the express receipt and the products
which can reflect the defects.

2. Products with serious guality problem can be returned and replaced. We will reship the goods after you provide us with
enough proof. However, full refund cannot be accepted.

3. If the products were damaged by human factors, we would not accept the return.

4. Before returning the goods, please ask us for the return address. If the parcel was lost due to the incorrect address, we
wouldn't replace your order any more. If your order were returned to us due to incorrect address or nobody signs for it, we
won't offer full refund. What's more, we will arrange the reshipment after we receive the returned goods and you should pay
for the extra cost.

5. We will not offer full refund if you refuse to sign for the parcel on purpose except we reach an agreement. When we
receive the returns, we will refund you but with a deduction of the postage.
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bandidos-regensburg.de

Number of
products: 4051

IP information 31.210.125.189

IP address 31.210.125.189
Location Turkey (TR) [
Registry ripe

Domain: bandidos-regensburg.de
Nserver: a.nsld.net

Nserver: b.nsld.net

Mserver: c.nsld4.net

Nserver: d.nsld4.net

Status: connect

Changed: 2016-11-16T@3:55:55+01:00

[Tech—C]
Type: PERSON
MName:
Organisation:
Address:
PostalCode:
City:
CountryCode: DE
Phone:

Fax:

Email: dd64@165 . com
Changed: 2816-11-16T83:56:18+01:006
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o

l search keyword of item number Q
Welcome, Login = Register  Contact Us } My BagEmpty

Home Collections Mens New Arrivals Sale Site Map Discount Coupon

london-escorts-agency.co.uk

Number of
products: 209 T —

3@-&

% £50.50 700 £50.50 0 £5050 500 £50.50
Save: 34% off Save: 34% off Savo: 34% off Save: 34% off
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london-escorts-agency.co.uk

Number of
products: 209

fitlop

Home Collections

Home :: Shipping & Returns

GB Pound :

tegori

Collections
2011 Fitflop Pietra Toning
2012 Canvas Strap
2012 Fitflop Lulu
2012 Fitflop Tening Thong
2012 Fitflop Walkstar
2013 Fitflop Luna
2013 Fitflop Pietra Toning
2013 Fitflop Rokkit
Fitflop Chada
Fitflop Fiorella
FitFlop Fleur
Fitflop Florent
Fitflop Floretta
Fitflop Lunetta
Fitflop Manyano
Fitflop Rebel
Fitflop Rhinestone Bow
Fitflop Rokkit

Mens

Mens New Arivals

Shipping & Returns

Sale

Welcome, LogIn

Site Map Discount Coupon

| search keyword or item number Q |

Register

Contact Us

ﬂ My Bag:Empty

Attention: To maintain our good communication, PLS pay attention to your mailbox after you ordered within two days. Thank youl
RETURNS & EXCHANGEMENTS: SATISFACTION GUARANTEED
For any reasons, if you are not satisfied with the products you received, please contact our customer service at After-sale@payreliable.com . Please be

noted that we are trying every effort to make customer satisfaction. We will do at

SHIPPING & HANDLING

most to meet with your demands.

We only ship to your confirmed address (the address on file with your credit card company, if you need to ship fo an altemative address, please call your
credit card company and add the altemative ship-to address to your account)

Shipping Cost:

Order Amount between $0 and $70

Shipping fee is $30

Order Amount between $70 and $100

Shipping fee is 520

Order Amount between $100 and §120

Shipping fee is $10

Order amount over §120

Free Shipping

For wholesalers, we offer free shipping. If you want to do wholesale with us, please contact us at After-sale@payreliable.com

u back
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| | N

london-escorts-agency.co.uk

Number of
products: 209

IP information 209.134.2.213

IP address 209.134.2.213

Location Tarzana, California, United States (US) 25

Registry arin

Whois information

Domain name:
london-escorts—agency.co.uk

Registrant:

Registrant type:
Unknown

Registrant's address:
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cancerinfo.es

. . Tamafio del texto

PRUEBAS DIAGNOSTICAS
CIRUGIA

RADIOTERAPIA
QUIMIOTERAPIA
MARCADORES TUMORALES
GENERALIDADES

GUIA DEL PACIENTE

GLOSARIO

@
n
A
=

INVESTIGACION CIENTAFICA

INVESTIGAD DRES Y.
TERAPIAS EXPERIMENTALES

Glosario de Términos

tumor

“(Cancer - Espaiia

inicio | mapa | aviso legal

Buscar |

EL OBJETIVO DE ESTE PORTAL ES DIFUNDIR LIBREMENTE INFORMA(’ZI(')N ACTUAL Y COMPLETA
SOBRE EL CANCER, SUS TRATAMIENTOS Y LA ACTUALIDAD CIENTIFICA E INVESTIGACIONES
RELACIONADAS CON ESTA ENFERMEDAD.

ESTA WEB REPRODUCE INVESTIGACIONES Y NOTICIAS PROVENIENTES DE MEDIOS ACREDITADOS
AUNQUE NO CONSTITUYE UN SERVICIO DE ATENCION MEDICA O COMERCIALIZACION.

m Noticias

EL GASTO MEDIO EN INVESTIGACION DEL CANCER EN EUROPA TRIPLICA AL
REALIZADO EN ESP

DATOS DE INFORME DEL EUROPEAN CANCER RESEARCH MANAGERS FORUM

CONGRESO DE LA SOCIEDAD ESPANOLA DE FARMACOLOGIA.
Los far ogh miés rentables dentro de unos afios

24/Septiembre/2007

ACTIVACION GENETICA DEL p-53 Y miR-34
Microamns pueden d el imi de células g
6.Junio.2007

Urgencias

Oncolégicas

Consejos para
las consultas

médicas
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INICIO NUEVOS PRODUCTOS PONGASE EN CONTACTO PRIVACIDAD LLA POLITICA DE REEMBOLSO

cancerinfo -

_ cTences Bur d i

T

cancerinfo.es

=
BN
N

Number of

products: 2013 e oo & é &
adidas

€210.88 €76.17 €211.32 €75.21 c269.81 €98.94
g w N Ahorre: 64% descuento Ahorre: 64% descuento Ahorre: 63% descuento
newBolance PUMA’ = —
l i Py o
= ~— "
Tobernd®  CETATY

€214.02 €77.73 €213.36 €77.66 €231.61 €84.07
Excel Ahorre: 64% descuento Ahorre: 64% descuento Ahorre: 64% descuento
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NUEVOS PRODUCTOS PONGASE EN CONTACTO PRIVACIDAD LLA POLITICA DE REEMBOLSO

B cancerinio :

currencies:  Euro <)

Adidas
Asics
Boxfresh
Converse
Dr. Martens

cancerinfo.es

Etnies

Frank Wright
HUB

Number of
products: 2013 ysmoss

Jordan
K-Swiss
Kangaroos
Keds

Maians

New Balance
Nike

Nike SB
Onitsuka Tiger

Patannnia

Login/Registrar

s s

Aviso de Privacidad

En general, cancerinfo.es que garantizar, sl no su consentimiento, no hay datos personales se recogen a través de nuestro sitio web, usted tiene
que deddir una persona (dentro del registro, por ejemplo) o en qué medida desea realizar estos datos actuales disponibles, < p> Nosotros no
vendemos su Informacion personal a te . Por ley, solo cancerinfo.es organizaciones externas estan de acuerdo con sus datos personales.
Estas organizaciones necesitan nuestras obligaciones para cumplir con su contrato, que también estan comprometidos con nuestra politica de
privacidad. Cada ISP representantes cancerinfo.es no se considera un tercero. Por favor, no dude en ponerse en contacto con nosotros si tiene
alguna pregunta sobre nuestra policy.You privacidad pueden llamar y hacer preguntas o comentarios acerca de qué informacién personal que
haya guardado cancerinfo.es. También tiene la posibilidad de corregir o eliminar los datos. Nuestro objetivo es garantizar la maxima seguridad y
confidencialidad

Politica de Cookies

Muy cerca

Para obtener el mejor rendimiento, el uso cancerinfo.es cookies

Cookie es un pequefio archivo de texto que se coloca en el sitio web del navegador web a través del ordenador o dispositivo; Esta cookie se
envia a través del navegador de nuevo al mismo lugar. Visitantes Las cookies se utilizan a menudo para hacer el trabajo en el sitio de manera
mas eficiente, como recordar, por ejemplo, cudles son los usuarios. Algunas cookies recopilan esta informacién de navegacion y
comportamiento de compra. Al utilizar el sitio cancerinfo.es estd de acuerdo con nuestra Politica de Privacidad y acepta que nosotros y
nuestros soclos externos utilizamos cookies y tecnologias similares

cancerinfo.es Galletas - apoyar su eleccion

Aqui no s6lo hemos de resolver el cumplimiento cancerinfo.es privacidad, pero creo que nuestro negocio en linea abierta. Proporciona detalles
en nuestra b para asegurarse de que comprende el uso de cookies, lo que le permite tomar una decision informada, todavia establecer
cookies en nuestro sitio web.
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cancerinfo.es

Number of
products: 2013

IP information 93.174.89.72

IP address 93.174.89.72
Location Seychelles (SC) "

Registry ripe

REGISTRANT DATA

Domain name cancerinfo.es
state Activated
Identifier - IC-F5
Registrant m
Register Date 4-06-201
Expiration Date 04-06-2018
Registrar REGISTRAR.EU

ADMINISTRATIVE CONTACT PERSON

Identifier 8F45-ESNIC-F5
Name
Email henff90pils10@163.com

TECHNICAL CONTACT PERSON

Identifier 8F45-ESNIC-F5
Name
Email henff90pils10@163.com

DNS SERVERS

Server Name

nsl.openprovider.nl
ns3.openprovider.eu
ns2.openprovider.be

IP
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Vendor Accounts Marketing IP Infringements on Darknet Marketplaces
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Political Dissent
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Vendor Accounts Marketing IP Infringements on Darknet Marketplaces
00 " TorStatus

-
Tor Status | y T <\
1 s @ Tor Browser | Search o enter address
Con necﬂng to the Tor network
@ | Welcome to Tor Browser
‘You are now free to browse the Internet anonymously.
Test Tor Network Settings
Please wait while we establish a connection to the Tor network. m
This may take several minutes. Search securely with Disconnect me.
Open Set“ngs Quit What Next? You Can Help!
Tor is NOT all you need to browse There are many ways you can
anonymously! You may need to help make the Tor Network faster
change some of your browsing and stronger:
stays safe
[ - ——— -
o0 e Tor Status |

« Volunteer Your Services »

* Make a Donation »
Tips On Staying Anonymous »
|
Connecting to the Tor network

i ' Loading relay infermation [

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and
education of online and privacy. Learn more about The Tor Project »

Please wait while we establish a connection to the Tor network.
This may take several minutes.

Open Settings Quit

Q search

Tor Browser
605




Non-encrypted
Encrypted

euipo.europa.eu

DARKNET

TOR Client



mkogi8948dkl

Encrypted Bridge 09483s.onion
: Relay
Director
DARKNET Corver %
> erver :
Entry Lo .
- -
Guard T
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riage Point

Relay

Node

TOR Client
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Vendor Accounts Marketing IP Infringements on Darknet Marketplaces

Si I k Road messages 0 | orders 0 account 0.00

anonymous market Search [ Go

Shop by Category

Drugs 6,670
Cannabis 2,066

bl

Dissociatives 165 | S

Ecstasy 660

Opioids 591

Other 455

Precursors 50 [l g A
Prescription 2,146 1g MDMA 82%+ High 50 gr. Crystal MDMA Rocks ~ Valium 10mg/ Diazepam 3g XxX AAA QUALITY

Quality -Made in Germany- (100 Pills)
B$1.30

Psychedelics 981 WEED,AMAZING

Stimulants 1,102
Apparel 264
Art 127

Biotic materials 1 1 )
Books 561 ‘- \
Collectibles 5 i

Computer equipment 32 3 Kamagra jelly (India), 1 epac | Thel
Custom Orders 68 ._ kgl
Digital goods 509 Kamagra jelly (India), 1 Honeycomb Wax (85+% 1 gram % Moroccan Hash ®  Citalopram 10x 20mg table
Drug paraphernalia 305 week pack THC) Fully Purged DUTCH QUALITY

Electronics 77 10.98 B1.45 1$0.27 1$0.10

Erotica 540

Fireworks 2

Food 9

Forgeries 81

Hardware 23

Herbs & Supplements &
Home & Garden &

$23.33 B2.32

EXPRESS
DELIVERY[ B\

Jewelry 54. 10 grams ketamine crystals  [3g] Greenstone NZ Hash (B +++ 100 x 25i-NBOMe 300x 25i/25¢c-NBOMe Liqu
Lab Supplies 77 Grade) Strawberry Snuff Caps +++  Dropper 1200pg
Lotteries & games 77 B7.15 $2.49 $3.80 B4.14

Medical 57



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwi9kYbd-vzgAhUFLBoKHbQvDeMQjRx6BAgBEAU&url=https://99bitcoins.com/bitcoin-silk-road/&psig=AOvVaw0O549OtSLwsx0GaBm1KJnN&ust=1552492291730853
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjjlN2l1P7gAhUJWhoKHRfSC9MQjRx6BAgBEAU&url=https://www.bitcoin.com/getting-started&psig=AOvVaw0q22NLUK7jykMQ8OZ485qx&ust=1552550702110798
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwi6p4G_1P7gAhWrz4UKHYTvDJUQjRx6BAgBEAU&url=https://www.indiamart.com/proddetail/express-delivery-services-16888551073.html&psig=AOvVaw1IZpUCss04mQWjSPGm1kI6&ust=1552550758310039
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjN0rrN1P7gAhUux4UKHRcQCsYQjRx6BAgBEAU&url=https://www.hotelogix.com/blog/2015/08/19/10-things-that-make-good-hotel-service-great/&psig=AOvVaw2YJ9hJKD1FHcISFoRYYvSr&ust=1552550804165937
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Vendor Accounts Marketing IP Infringements on Darknet Marketplaces

O Probably around 10% of illegal acts on Darknet markets involve

some kind of IP infringement
O Mainly
- Trade secrets
Hacked user accounts to digital content
Medicines
Luxury products
E-books Name

(s
ﬁa Viagra Cialis 20mg. 4 tabs. from Eli Lilly
- Viagra Cialis 20mag. 4 tabs. From Eli Lilly LI'SA

e viagra kamagra 100 mg 4 tabs

Counterfeits
Accessories (1
Clothing (200+
Electronics
Money
Watches

Chemicals (30+
Counterfeits

Data

Drug paraphernalia

| viagra kamagra Gold 100 mg 4 tab Does Kamagra Gold Work? Kamagra Gold
- works by increasing the blood flow to the penis resulting to stronger, longer and

e harder erection. This is the result of an ...
Apcalis-sx20 4 tabs

Apcalis-sx20 Apcalis SX works for long duration in guick time as it stays in your

Price

0.09252731 M From: Denmark
BTC & To: world

EEJB-_‘I']({ZJS?A-SSO M From: Denmark

010574550
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Malware Financing Copyright Piracy
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4 Identification and Analysis of
Malware on Selected Suspected

Co pyl’l g ht— Infrin g in g We bS iteS IDENTIFICATION AND ANALYSIS OF MALWARE ON
_ SELECTED SUSPECTED COPYRIGHT- INFRINGING
d Published 19 October 2018 WEBSITES

] Report available here

///SCQN "
NETWORK

— =
@

=2


https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/resources/Research_on_Online_Business_Models_IBM/Research_on_Online_Business_Models_IBM_en.pdf
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/reports/2018_Malware_Study/2018_Malware_Study_en.pdf
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/resources/Research_on_Online_Business_Models_IBM/Research_on_Online_Business_Models_IBM_en.pdf

ARISE*
ASEAN Intellectual Property Rights

Malware Financing Copyright Piracy

 Followed up another study
1 Digital Advertising on Suspected

Infringing Websites, January 2016 Digital Advertising on
D ReDOI’t avallable hel’e Suspected Infringing Websites



https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/resources/Research_on_Online_Business_Models_IBM/Research_on_Online_Business_Models_IBM_en.pdf
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/documents/publications/Digital+Advertising+on+Suspected+Infringing+Websites.pdf
https://euipo.europa.eu/tunnel-web/secure/webdav/guest/document_library/observatory/resources/Research_on_Online_Business_Models_IBM/Research_on_Online_Business_Models_IBM_en.pdf
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Malware Financing Copyright Piracy

1 Digital display N—
advertising is a fast o
growing sector and Buy Side =~
is the main source Y %
of revenue for
suspected
copyright infringing
websites

Data Supplier

Sell Side

Supply Side Platform
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Personal Finance, 3% Technology & Computing, 3%

O Malvare (malvertising) Shopping, 4% Adult 3%
or othervise potentially pusiness, 6% e
unwanted programs R
(PUPs) amounted to .
51% of advertising oNn  ...uing 1%
suspected copyright
Infringing websites in
the summer of 2015

Careers, 2%

Health & Fitness, 1%

Food & Drink, 1%
Home & Garden, 1%

Travel, 1%

Social Media, 1%

All other, 1%

Click Generators/
Malware, 51%
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0 91% of malvertising or

What is Malvertisment? Br.
PUPs was placed by
10 advertising \
Intermediaries (D Redirect
' 0
User User Drive-by-download
metadata -
“ |
& Malicious s
Baaner 4

Attacker

|

Malicious Banner
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O With some notable variations
this covered: BitTorrent,
Cyberlockers, Hosting, Linking
and Streaming Websites

PIRACY
IS THEFT




Malware Financing Copyright Piracy

O The placement of malware is a

dynamic and evolving business

model that now also includes ‘

mobile applications R
QO Malware is a cause of concern [ MI\LWABE 1“‘_““ Il

for ordinary internet users,

Including users of suspected

copyright infringing websites

CIND=0ID
D
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 Direct Hardware Access a
1 Generic Dynamically-Linked d

Libraries (DLL) Load Activity d
O Network Activity d
1 Process Based Anomaly a
 Application Crash Activity a
O Install Activity d
O Kernel Level Activity d
O Dynamic Generation Algorith (DGA) QO

High Repeated Sleep Calls
Keylogging Activity

Generic Anomalous Activity
Rootkit Activity

Adding Certificate Activity (CA)
Process Cloned

Suspicious Directory

Misc Anomaly

Generic Persistence Activity
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Malvertising:

1 Embedding malicious or otherwise unwanted programs within
advertisements

Useful Software Installations:

1 Fake installer: Simulates the installation of legitimate software, Fake media

player: Simulates software designed to present digital media content such
as films, audio files, etc.

1 Fake useful software: Simulates functions useful for the user, e.g. s

cleaning up old files, speeding up the computer and removing
unnecessary system files
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BIOt Machine - Moxiile Firefox
O Worch Ko Seudl s ™ = 20 Dot Slot Machine - -
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Advertisement on a video-streaming website that
appeared after attempt to download pirated movie
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') Downioad The Sims 4 pe game frae full vearsion | Spoed-Maw « Mazilla Firefox _

A Downrdoad The Samas - >

WPOood - Now. Com

Spead-Naw

DPOWNLOAD FREE G AMES

Opening setup exe

You have chosen 1o opan

setup . exe
which is. DOSAWINdOwWs exocutablo
frorm: nttpociover cormatraw bid

WOoUlE you ke 1o save this file?

O Cancel [ ] save rite

®& Home B Games by Year « 22 List by Oe

Download
Best PC Games of 2016 prompt

The Sims 4 Free Download PC

A L e o
.-‘\Q,T\'l Ve /’r ‘.
i | e ([

- -
IR TE = s oremoie 16 Gomrioss The > ] Opersrg setip
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- vodplus.co - Moxilla Firefox — o e

O Watch Baywatch Se - © vodplus.co - -
<« CINVUDA /A WW. VO D IS COIWRSCOmme Wi Pl =4 06 6.6 thedme L GaClickie) = L v & ! = | 3 L] S e o v =

CVODPLU

Hva far jeg? Registrer deg GRATIS Noen
begrensninger?

@ Se sh mange filmer du vill

*Full ut felgende foit for & opprette en konto. @ Se sh mange fNimer du vily
Secure-skannet ingen virus

0

funnet E-poat:
o 3¢ hva alle snakker om =&
7 enkelt & bruke!
Tusenvis av filmer & velge
@ mellom De beste

nylanseringene. Passord: @ Tusenvis av forneyde kunder!

Se dine favorittfilmer om og
om igjent

Klikk og se! « du renger ikke &
@ vente ph & laste ned fimer, det
skjer ayeblikkelig!

0

& Det fungerer overalt | verden!

© GRATIS HD-streaming - 1000p
OPPRETT EN GRATIS KONTO NA ngen gebyrer oller faste
@ kontrakter - sl opp nr som

Du vil garantert spare tid og

penger - Det er raskt og heolst!
problemfritt, glem A dra ph
postkontoret Du vil garantert spare tid og

AN LN 1 © vooeios co 1o R ————— e )

<

Prompt to register for an account for ‘premium
access’ to download a television title




FIFA 17 - o IEH

Welcome to the InstallShield for FIFA 17

The InstallShield Wizard will install FIFA 17 on your
computer. To continue click Next.

‘Installation” where title
and picture matches a
popular videogame

WARNING: This program is protected by copyright law
and international treaties.

R.K MECHANICS [ Net> | Close
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JVIVO <o Opentoad O Streamango < Auroravid X Flashx &3 OpenLoadHD

DOWNLOAD!

‘Download button’
on a streaming
website
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Driver Updater

Drivers Download

Driver Updater > Windows Unknown Drivers > Windows Unknown D

Download Windows Unknown Drivers

System Information: fages]

Your machine is curren:

Driver Updater tool will download drivers for your operating system

y running.

Select Language: English

searching for the correct

vanced PC users may be able 1o update Windows Unknown drivers manually by

version at the G L Dover Center ensuring that it matches the device type and exact model, dowr
lling it. However, this pros
downioading an unofficial driver, which may be bundied with spyware or viruses, Because of these risks, novice
mended to use Oriver Updater, a special software that checks for outdated or mis drivers,

cally upda

yorrect driver v

and in S takes time and carries the risk of getting an

USers are re

downloads t est official verss od by the devic turer and autom

drivers without requinng the userto r any complica

States

1-888-424-5127

e support line

Driver Updater

© Dovnload Now

STEP BY STEP GUIDE

Step 1: Download the driver updater
tool

Step 2= Install and Launch the

application

Step 3  Driver updater will scan your
PC for missing and outdated
drivers

Step4:  Click the "Update All"

Software that offers to fix ‘unknown drivers’ problem
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English (United States) v X

‘Useful’ | \4
software - y
- staller V Click to install

TweakBit
Driver U pdater V| Install TweakBit PCSpeedUp to scan for speed issues

Install and glitch-proof your PC

Microsoft Partner By installingthe

Gold Application Development
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THANK YOU

erling.vestergaard@euipo.europa.eu

Promoting Intellectual

Property Rights in the
ASEAN Region

This Project is funded by the European Union and implemented by the European Union Intellectual Property Office (EUIPO)
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