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Prosecutors and Technology – The Froggy Case 

 Satellite TV decryptions keys 

 480.000 decryption cards replaced, cost 

20 mio EUR 

 ‘Froggy’ distributed codes via  .com-

website 

 Right holder identified a Danish IP 

address 

 Production order against ISP 

 Data inteception 

 Search and seizure at ‘Froggy’s house 

 

 

 

 



Prosecutors and Technology – The Froggy Case 

 IT-equipment examined by external 

expert 

 ‘Froggy’s  computer contained 

computer software for decryption of 

TV codes but no direct link to  .com-

website 

 During police interrogation suspect 

admitted to being ‘Froggy’ 



Prosecutors and Technology – The Froggy Case 

 ‘Froggy’ was charged with copyright violation not conditional access violation 

(Directive 98/84) 

 In a technical police report it was mistakenly indicated that no incriminating 

evidence was found on ‘Froggy’s computer 

 Prosecutor followed the indication in the technical report and dismissed the 

case due to  ‘lack of evidence’ 

 Right holder did not complaint due to the impression  given that there was no 

incriminating evidence 

 Lessons learned: When lawyers don’t understand tech, technicians 

don’t understand law and they don’t communicate, disaster happens 
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An Idealistic Pirate – The Whargarbl Case 
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Viaplay – Akamai streaming server 
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An Idealistic Pirate – The Whargarbl Case 

 1 April – 19 Nov 2014 

 1/2 mill. unique users 

 2 mill. sessions 



An Idealistic Pirate – The Whargarbl Case 

 Indictment: Violation of copyright and broadcasters right 

 Penalty: 60 days suspended imprisonment  

 



An Idealistic Pirate – The Whargarbl Case 

 Indictment: Violation of copyright and broadcasters right 

 Penalty: 10 days suspended imprisonment, and 8 months (including previous 

sentence of 5 months)  suspended imprisonment and 150 hours community service  
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 Distribution of clickable inline links to 

protected content (on Russian video 

platforms) and the laundering of illicit 

proceeds through bank transfers 

 A Turkish and a Swedish national were 

the administrators of website  

 Users were not required to create an 

account at the source websites to 

stream the movies, but fee-based VIP 

subscriptions were available in 

exchange for the access to a larger 

catalogue of files 

 

 

 

 

 

 

 

 



Money Laundering and Piracy – The Swefilmer Case 

 Launched in 2011, two years later 

Swefilmer had approximately 500 000 

registered members and represented 

25% of illegal streaming in Sweden 

 During the search of one of the 

defendant’s computer, a screenshot was 

found with a time-stamp from 31 August 

2015, indicating over 1 000 000 visitors 

to the website 

 From March 2013 to June 2015, WGM, 

a Stockholm-based advertising agency, 

paid a total of EUR 1.5 mill. 

 

 

 

 

 

 

 

 



Money Laundering and Piracy – The Swefilmer Case 

 Identification of Defendant 2 through 

cooperation with Facebook and 

Google 
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 Identification of Defendant 2 through 

cooperation with Facebook and 

Google 

 

 

 

 



Money Laundering and Piracy – The Swefilmer Case 

 Search and seizure of Defendant 

2’s residence 

 Computer equipment 

 Skype chat history with e.g. 

Defendant 1 about money 

transfers 

 

 

 

 

 

 

 

 



Money Laundering and Piracy – The Swefilmer Case 

 Identification of Defendant 1 by infor from PayPal account receiving donations 

(test pay by right holder) and info from advertising agency 

 Defendant 1 was extradited from Germany to prosecution in Sweden 

 Defendant 1 transferred money to Turkish (and Swedish) bank accounts 

 

 

 



Money Laundering and Piracy – The Swefilmer Case 

First Instance Ruling, 2016 

 Defendants had infringed copyright in 1.417 movies, 03/2013-05/2015 

 Defendant 1: Three-year prison term for copyright infringement and gross money 

laundering 

 Defendant 2 (under 21): Four-month suspended prison sentence, in addition to 

120 hours of community service 

Appeal Ruling, 2017 

 Upheld the first instance ruling 

 The principle of double criminality cannot be invoked to prevent the extradition of 

a foreign national charged of self-money laundering to Sweden, when the crime 

can be deemed to be committed in Sweden 
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Cardpro Case 

Indictment: 

 13 September 2012 to 15 October 2014  

 On request from Defendant 1, Defendant 2 made this internet connection 

and rooms available for the server, that shared decryption keys to 102 tv-

kanaler and streamed 39 IPTV kanaler and a number of movies 

 Defendant 1 administered the server (http://cardpro.ath.cx) together with the 

main offender that lives in Thailand 

 187 users, each paying 200 Euro’s per year 

 

 

 

 

 

 
 



Cardpro Case 

District Court, 30 March 2017: 

 Defendant 2: 30 days suspended prison and 40 hours 

community work 

 Defendant 1: 5 month suspended prison and 100 hours of 

community work 

Appeal Court, 3 December 2018 

Upheld the ruling 

 

 

 

 

 
 



Cardpro Case 

But the case raised an interesting 

supplementary issue! 



Case Law Examples 

Case 7 - cardpro.ath.cx 

 

 

 

 

 

 

 

 

 

 

Domain name conflicts, domain name administration and case law examples 

The Domain Name System 

Defendants 

Hosting in Germany 

cardpro.ath.cx 

.cx registry Cocca Inc, New 
Zealand 

Registrar 

Christmas Island 



Cardpro Case 

CoCCA, TLD Policy for .cx: https://cxda.org.cx, 
accessed 26 September 2017 

https://cxda.org.cx/
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CoCCA, TLD Policy for .cx: https://cxda.org.cx, 
accessed 26 September 2017 

https://cxda.org.cx/
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