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"A graphic representation of data abstracted
from the banks of every computer in the human
system.”

William Gibson: Neuromancer (1984)
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Cyberspace
"A graphic representation of data abstracted
from the banks of every computer in the human

0 Anonymization system.”
O Scale and proximity

O Jurisdictional limitations
O Technical capability of investigators

O New criminal structures unique for online environment: Swarms and
Hubs

O Criminal patterns and modus operandi
O Anti-forensic strategies (....more about that later)

Challenges for Online Investigation

William Gibson: Neuromancer (1984)
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Challenges for Online Investigation

L Anonymization system.”
—— William Gibson: Neuromancer (1984)
1 Scale and proximity

O Juriggli

. cybercrime differs in several fundamental aspects from real-
world crime, the type of crime which our existing model of law
enforcement was developed to address. As a result, the traditional
model is not an effective means of dealing with cybercrime.”
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Electronic Evidence

U Electronic Data Processing
- Quantum Mechanics
- Mathematics
O Computer Devices
U Storage Media
O Computer Programs
O Data (metadata, content data)
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Hardware and Software Requirements

U Isolated stand alone equipment

U Secure backup

O Up to date security software

O Undercover identities — Gmail, Outlook, Yahoo, Facebook, etc.
4 Virtual Private Network (VPN), Virtual Private Machine (VPM)




L]
- 4 B3 Control Panel > All Control Panel ltems > System
Control Panel Home Vi basidin g b
Welcome to VMware iew basic information about your computer
Workstation 12 Player @ Device Manager Windows edition
@ Remote settings Windows 10 Pro -- =
[ Createa New Virtual Machine | § System protection © 2017 Microsoft Corporation. Al rights reserved. WI n d OWS 1 O
[ W[4  Create anew virtual machine, which will thenbe ad @) Advanced system settings ..
7 the top of your library.
System
Opena Virtual Machine Processor: AMD A6-3650 APU with Radeon(tm) HD Graphics 2.60 GHz

Open an existing virtual machine, which will then be Insaledtmemory (RAM]:  B00/GB
to the top of your library. System type: 64-bit Operating System, x64-based processor

Recycle Bin

Pen and Touch: No Pen or Touch Input is available for this Display
q Upgrade to VMware Workstation
2]

Get advanced features such as snapshots, virtual
Google management, and more.

Chrome i - r—la' FS :EE [3
¢ Settings v Ma feb 27, 19:49

About
System

o 1% ) Control Panel » Syster and Security » System Se| 0 . '

© Date & Time screen.sh

Control Panel Home . o .
View basic information about your computer

) Device Manager Windows edition &3 Users

& Remote settings Windows .1 Pro W!E"]‘ 'SemrityandMam" GNOME

& System protection ilzm E“Microsof; Corporation. % Default Applications

e rnghts reserved. i
P Get more features with a new MR et
edition of Windows

System Device name | kali
Processor: AMD A6-3650 APU with Radeon(tm) HD Graphics 2.60 GHz Memory 2,9 GiB
Installed memory (RAM): ~ 3.25 GB Processor AMD® A6-3650 apu with radeon(tm) hd graphics x 2

System type: 64-bit Operating System, x64-based processor Graphics SVGA3D:; build: RELEASE; LLVM;
Pen and Touch: No Pen or Touch Input s available for this Display N i ' ' ’
OS name  Kali GNU/Linux Rolling

Computer name, domain, and workgroup settings ; he  64-bit

Network

Computer name: WIN-GJ1595GI2HU &/ Change setting Virtualization VMware

Action Gentes Full computer name: WIN-GJ1595GI2HU Disk 17,8 GB
Computer description:

|
Workgroup: WORKGROUP Check for updates }

Windows Update




Hardware and Software Requirements

O Browser setup
- All browsers have special strengths = utilise all
- Clear all browsing data at the beginning of an investigation
(cookies, site plugin data, app data, cashed images, etc.)
- Use Incognito — Private — InPrivate mode
0 Website copier (e.g. HTTrack)



Hardware and Software Requirements

O Determine relationships and real world links (e.g. Maltego)

- Simple verification of email addresses, search blogs for tags and
phrases, identify incoming links for websites, extract metadata from
files from target domains

- Enumerate network and domain information like domain names,
WHOIS information (if available), DNS names, IP blocks, IP
addresses etc.

- Correlate email addresses, web sites, phone numbers, social
media groups, companies and organizations
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Hardware and Software Requirements

O Secure handling of electronic evidence
O Automated backup

U Reliable digital forensic tools (e.g. Encase)
U Replicable analyses results (Turing completeness)




Open Source Intelligence (OSINT)
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Applications v Places v Wed00:42
Open Source Intelligence (OSINT)

O OSINT: Diverse forms of
intelligence gathering and
analysis

O OSINT tools: Kali Linux, Python
Scripts, Maltego, OSINTUX etc

4 Identifying relevant and reliable
publicly available data sources
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Open Source Intelligence (OSINT)

[ Enumerate network
Info to determine
relationships and
real world links

O Virtual currency
analysis
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Cooperation with Internet Intermediaries

Google

Transparency Report Help Center

Legal process for user data requests FAQs

Requests from outside the United States

How does Google respond to requests from government agencies outside the United States? A

On a voluntary basis, we may provide user data in response to valid legal process from non-U.5. government
agencies, if those requests are consistent with international norms, U.5. law, Google's policies and the law of the

requesting country.
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Cooperation with Internet Intermediaries

facebook

Law Enforcement Online Requests

Request Secure Access to the Law Enforcement Online Request System

We disclose account records solely in accordance with our terms of service and applicable law.

If you are a law enforcement agent or emergency responder who is authorized to gather evidence in connection with an official investigation or in
order to investigate an emergency involving the danger of serious physical injury or death, you may request records from Facebook through this
system.

| am an authorized law enforcement agent or government employee investigating an emergency, and this is an official request

2711. Unauthor
city. For further

ecution. By r tin
aw Enforcement Guidelines.
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Cooperation with Internet Intermediaries

COinbaSe Products ~ Help Charts Sign In Sign Up

USER AGREEMENT PRIVACY POLICY COOKIE POLICY LICENSES INSURANCE MARKET DATA FAQ

+ We may share your information with any third parties where required to do so by applicable law or any court or
other authority to which we are subject in any jurisdiction; or we believe in good faith that the disclosure of
personal information is necessary to prevent physical harm or financial loss, to report suspected illegal activity or
to investigate violations of the CB User Agreement and any other applicable policies.a



Cooperation with Internet Intermediaries

Who may voluntarily provides evidence?

O Apple: http://www.apple.com/legal/privacy/law-enforcement-guidelines-us.pdf [
DropBox: https://www.dropbox.com/transparency

Facebook: https://www.facebook.com/safety/groups/law/guidelines

Google:
https://www.google.com/transparencyreport/userdatarequests/legalprocess/

Instagram: https://help.instagram.com/494561080557017/

LinkedIn: https://www.linkedin.com/help/linkedin/answer/168807?lang=en
Snapchat: https://www.snapchat.com/static_files/lawenforcement.pdf
Twitter: https://support.twitter.com/articles/41949#

d And others

o000

O o000



Cooperation with Internet Intermediaries

What evidence may be provided? (1) Basic Subscriber Information, e.g.
O Account or login name
O Name, physical address, telephone number and email address

O IP address used to register the account or otherwise initiate service,
and used to log into the account

1 Session times, dates and duration

O Any other information pertaining to the identity of the subscriber,
Including billing information



Cooperation with Internet Intermediaries

What evidence may be provided? (2) Transactional Information, e.qg.

O Connection information for other systems to which the user connected via the
email account/web host account, incl. connection destination or source of
connection, connection time and date, disconnect time and date, method of
connection to system (e.g. telnet, ftp, http), data transfer volume (e.g. bytes) and
any other relevant routing information

O Source of destination of any electronic mail messages sent from or received by the
account, and the date, time, and length of the message

O Information pertaining to any image(s) or other documents uploaded to the
account/website, including the dates and times of upload, and the size of the files

0 Name and other identifying details of individuals that accessed a specific
image/file/web page in a specified period of time, on a specific date



Cooperation with Internet Intermediaries

What about Content Data?

O Content data will normally not be voluntarily shared

O Some internet intermediaries might provide voluntary data retention
(‘freezing’) of content data

O The data can then be obtained through MLA if legal requirements are met
(e.g. in the US, ‘probable cause’)




Data Interception and Cross border Data Exchange




Cybercrime convention, 2001, 64 countries ratified (incl. Philippines)
G7 24/7 network (70+ countries), single points of contact
US Cloud Act and EU E-evidence proposal

Production order
Data interception
Alternative cross border QUR RlGHTS D —
data access? REU ot 1o I
Government hacking?

d
d
d
O Data retention order (‘freezing’)
d
d
d
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Search and Seizure

O Secure the Area and ‘Hands from Computers’
and ‘Keep Computers Switched On’

0 Document Crime Scene and Photograph
Screens

O Identify All Devices
0 Complete Data Mirrors
O Securing Temporary Data (Caches and Logs)

O Different Crimes have different Technical Kuala Lumpur Raid Against
Requirements lllegal IPTV Data Centre
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Search and Seizure

And Secure Physical Evidence:
[ Diaries and Notebooks
1 Passwords

O Pictures

O Drawings

O Print Outs

[ Business Plans _ ,
Kuala Lumpur Raid Against

d Garbage lllegal IPTV Data Centre

O Virtual Currency Account/Wallet Recovery Codes
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Search and Seizure: Romanian IPTV Example
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Search and Seizure: Romanian IPTV Example

Video
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Anti-Forensic Strategies

d

d

0oo0oo

DO

Awareness and Sharing of Law
Enforcement Strategies

Operational (traditional) Protective
Security Measures

Flushable Media to Install Malware
Media Wiping and Memory Deletion

Anonymization, Encryption, Virtual
Machine and Virtual Machine in Virtual
Machine

File Signature Altercation
IT Forensic Program Detection

a

a
a

a

a

IT Investigator Human Engineering
Attack

IT Forensic Resource Waste

Metadata Manipulation and Misleading
Evidence

Rootkits and Slack (Empty) Space
Manipulation used to Install Malware

Homographic Attack (Misleading Letters
or Words)

Stenography (Hidden Information)

Packers/Binders (Change of File
Structure to Bypass Detection)
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Darknet Marketplace Investigation
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Darknet Marketplace Investigation

First Darknet Market Takedown:

The Silk Road, October 2013

Main tool for investigation:
Infiltration

Stylometry

Exploit of technical faults on website

NEW
LIBERTARIAN
MANIFESTO

¥ 1

‘Dread Pirate Roberts

3 P — -
. o =y
. Y o

Samuel Edward Konkin III
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Darknet Marketplace Investigation

First Major Darknet Market
Coordinated Action:

Qoo Eorcenen Operation ‘Onymous’, November
THIS HIDDEN SITE HAS BEEN SEIZED 2014
the Ftd"llB::c:::::::::::i:: '::';m;n?sri?:yb:nwumnm - Takedown Of 41 0 TOR ‘Hldden
and European law mtoumﬂ‘n a‘.ndc: ocnr\\‘ mrm..@ (‘uvopoI and Eurojust S e rV| Ce S y
~TTIaE L - Main tool for investigation: TOR

nodes control and DDOS attack
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Darknet Marketplace Investigation

Takedown of Alpha Bay and

Hansa Markets, July 2017

- Exploit of test website fault

- Good cooperation with
private sector

- Infiltration

- Placement of ‘beacons’ on
vendor computers

BREAKING NEWS

JEFF SESSIONS BN - Expedient international

US Attorney General
BEAE NEWS  15:12 OF RUSSIAN INTERFERENCE IN LAST YEAR'S ELECTION COOperatIOn
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