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Cyberspace 
 ”A graphic representation of data abstracted 
from the banks of every computer in the human 
system.” 
William Gibson: Neuromancer (1984) 
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Cyberspace 
 ”A graphic representation of data abstracted 
from the banks of every computer in the human 
system.” 
William Gibson: Neuromancer (1984) 

Susan  Brenner ‘Toward  a  Criminal  Law  for  Cyberspace:  A  New  
Model  of  Law  Enforcement?’, 30  Rutgers Computer  &  Tech.  L.J.  1,  
104  (2004) 
“…  cybercrime  differs  in  several  fundamental  aspects  from  real-
world  crime, the type of crime which our existing model of law 
enforcement was developed to address.  As a result, the traditional 
model is not an effective means of dealing with cybercrime.” 
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Electronic Evidence 

 Electronic Data Processing  

- Quantum Mechanics 

- Mathematics 

 Computer Devices 

 Storage Media 

 Computer Programs 

 Data (metadata, content data) 
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Hardware and Software Requirements 

 Isolated stand alone equipment 

 Secure backup 

 Up to date security software 

 Undercover identities – Gmail, Outlook, Yahoo, Facebook, etc. 

 Virtual Private Network (VPN), Virtual Private Machine (VPM) 
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Hardware and Software Requirements 

 Browser setup 

 - All browsers have special strengths = utilise all 

 - Clear all browsing data at the beginning of an investigation 

(cookies, site plugin data, app data, cashed images, etc.) 

 - Use Incognito – Private – InPrivate mode 

 Website copier (e.g. HTTrack) 

 

 

 



Hardware and Software Requirements 

 Determine relationships and real world links (e.g. Maltego)   

 - Simple verification of email addresses, search blogs for tags and 

phrases, identify incoming links for websites, extract metadata from 

files from target domains 

 - Enumerate network and domain information like  domain names, 

WHOIS information (if available), DNS names, IP blocks, IP 

addresses etc. 

 - Correlate email addresses, web sites, phone numbers, social 

media groups, companies and organizations 

 

 

 

 

 



Hardware and Software Requirements 





Hardware and Software Requirements 

 Secure handling of electronic evidence 

 Automated backup 

 Reliable digital forensic tools (e.g. Encase) 

 Replicable analyses results (Turing completeness) 
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Open Source Intelligence (OSINT) 

 OSINT: Diverse forms of 

intelligence gathering and 

analysis 

 OSINT tools: Kali Linux, Python 

Scripts, Maltego, OSINTUX etc 

 Identifying relevant and reliable 

publicly available data sources  



Open Source Intelligence (OSINT) 

 Enumerate network 

info to determine 

relationships and 

real world links 

 Virtual currency 

analysis 
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Cooperation with Internet Intermediaries 

Who may voluntarily provides evidence? 

 Apple: http://www.apple.com/legal/privacy/law-enforcement-guidelines-us.pdf  

 DropBox: https://www.dropbox.com/transparency 

 Facebook: https://www.facebook.com/safety/groups/law/guidelines  

 Google: 

https://www.google.com/transparencyreport/userdatarequests/legalprocess/ 

 Instagram: https://help.instagram.com/494561080557017/ 

 LinkedIn: https://www.linkedin.com/help/linkedin/answer/16880?lang=en 

 Snapchat: https://www.snapchat.com/static_files/lawenforcement.pdf  

 Twitter: https://support.twitter.com/articles/41949# 

 And others 

 

 

 

 

 

 

 



Cooperation with Internet Intermediaries 

What evidence may be provided? (1) Basic Subscriber Information, e.g.  

 Account or login name 

 Name, physical address, telephone number and email address 

 IP address used to register the account or otherwise initiate service, 

and used to log into the account 

 Session times, dates and duration 

 Any other information pertaining to the identity of the subscriber, 

including billing information  

 

 

 

 

 

 



Cooperation with Internet Intermediaries 

What evidence may be provided? (2) Transactional Information, e.g. 

 Connection information for other systems to which the user connected via the 

email account/web host account, incl. connection destination or source of 

connection, connection time and date, disconnect time and date, method of 

connection to system (e.g. telnet, ftp, http), data transfer volume (e.g. bytes) and 

any other relevant routing information 

 Source of destination of any electronic mail messages sent from or received by the 

account, and the date, time, and length of the message 

 Information pertaining to any image(s) or other documents uploaded to the 

account/website, including the dates and times of upload, and the size of the files 

 Name and other identifying details of individuals that accessed a specific 

image/file/web page in a specified period of time, on a specific date 

 

 

 

 

 

 

 



Cooperation with Internet Intermediaries 

What about Content Data? 

 Content data will normally not be voluntarily shared 

 Some internet intermediaries might provide voluntary data retention 

(‘freezing’) of content data 

 The data can then be obtained through MLA if legal requirements are met 

(e.g. in the US, ‘probable cause’) 
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Data Interception and Cross border Data Exchange 

 Cybercrime convention, 2001, 64 countries ratified (incl. Philippines) 

 G7 24/7 network (70+ countries), single points of contact 

 US Cloud Act and EU E-evidence proposal 

 Data retention order (‘freezing’) 

 Production order 

 Data interception 

 Alternative cross border  

 data access? 

 Government hacking? 
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Search and Seizure 

 Secure the Area and ‘Hands from Computers’ 

and ‘Keep Computers Switched On’ 

 Document Crime Scene and Photograph 

Screens 

 Identify All Devices 

 Complete Data Mirrors 

 Securing Temporary Data (Caches and Logs) 

 Different Crimes have different Technical 

Requirements 

 

 

Kuala Lumpur Raid Against 
Illegal IPTV Data Centre 
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Search and Seizure 

And Secure Physical Evidence: 

 Diaries and Notebooks 

 Passwords 

 Pictures 

 Drawings 

 Print Outs 

 Business Plans 

 Garbage 

 Virtual Currency Account/Wallet Recovery Codes 

 

Kuala Lumpur Raid Against 
Illegal IPTV Data Centre 
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Search and Seizure: Romanian IPTV Example 







Search and Seizure: Romanian IPTV Example 

Video 
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Anti-Forensic Strategies 

 Awareness and Sharing of Law 

Enforcement Strategies 

 Operational (traditional) Protective 

Security Measures 

 Flushable Media to Install Malware 

 Media Wiping and Memory Deletion 

 Anonymization, Encryption, Virtual 

Machine and Virtual Machine in Virtual 

Machine 

 File Signature Altercation 

 IT Forensic Program Detection 

 

 

 

 

 

 

 

 IT Investigator Human Engineering 

Attack 

 IT Forensic Resource Waste 

 Metadata Manipulation and Misleading 

Evidence 

 Rootkits and Slack (Empty) Space 

Manipulation used to Install Malware 

 Homographic Attack (Misleading Letters 

or Words) 

 Stenography (Hidden Information)  

 Packers/Binders (Change of File 

Structure to Bypass Detection) 
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Darknet Marketplace Investigation 

‘Dread Pirate Roberts 

First Darknet Market Takedown: 

The Silk Road, October 2013 

- Main tool for investigation: 

Infiltration 

- Stylometry 

- Exploit of technical faults on website 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiw8sqJ1f7gAhUnx4UKHSatBpQQjRx6BAgBEAU&url=https://www.youtube.com/watch?v%3DciRAXPKRVVI&psig=AOvVaw2Dv7jEUQNLivaMrXwUg2gM&ust=1552550928887221


Darknet Marketplace Investigation 

First Major Darknet Market 

Coordinated Action: 

Operation ‘Onymous’, November 

2014 

- Takedown of 410 TOR ‘Hidden 

Services’ 

- Main tool for investigation: TOR 

nodes control and DDOS attack  



Darknet Marketplace Investigation 

Takedown of Alpha Bay and 

Hansa Markets, July 2017 

- Exploit of test website fault 

- Good cooperation with 

private sector 

- Infiltration 

- Placement of ‘beacons’ on 

vendor computers 

- Expedient international 

cooperation 
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