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Mais que 

números - LatAm se torna região exportadora de artistas e contenido 

criativo – economía digital criativa consolidada

- Crescimento consistente esustentavel

- Atrativo para investimentos na cadeia produtiva

- Mercado externo (US Latin) esta cada vez mais fortalecido
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Evolução da pirataria
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Ecossistema de Música Digital
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Panorama de 

Cibersegurança

Pública

Impacto no ecossistema ilegal

Impacto direto em consumidores

- Proteção de dados

- Proteção contra malware
- Proteção a consumidores contra fraudes

Colaboração multisectorial – novos ciclos positivos

Novas ferramientas – ameaça invisivel

- LLMs e plataformas de IA customizadas

- Malwares e coleta massiva de dados perssoaies
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MALWARE

MALWARE, 30, 17%

SUSPICIOUS FILES, 12, 
7%

POTENTIALLY 
SUSPICIOUS FILES, 14, 

8%

NOT MALWARE, 118, 
68%

MALWARE SUSPICIOUS FILES POTENTIALLY SUSPICIOUS FILES NOT MALWARE
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• Visibility and accessibility are still a relevant point

• Easy access (search engine represents over 80% of traffic source)

• User friendly and ‘safe’ interfaces

Stream-Ripping (Music Consumer Study)
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Stream-Ripping and Mp3 Download Sites
Music Consumer Study 
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DATOS ALARMANTES

Riesgo Porcentaje

Links musicales con redirecciones maliciosas 62%

Archivos .EXE disfrazados de MP3 78%

Víctimas que no verifican la URL 91%

(Datos: Kaspersky 2024)

RISK

POLICRIMINALIDAD DIGITAL
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Dois tipos de IA 

impactam setor 

musical 

diretamente

02
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Generative AI
Plataformas e

Tipos de infrações
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Treinamento de modelos de AI Generativa

1Data collection

2Pre-processing

3
Finalised 
training and 
validation 
dataset

4 Training the 
model

5 Trained model 
checkpoint
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Tipos de AI

Generativa
Large Language models

Text-to-music 

Text-to-video

Text-to-image

Multi-modal
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Audio generators/ text-to-music
Platform examples

https://suno.com/

https://www.udio.com/

https://sonauto.ai/Home

CONFIDENTIAL AND PRIVILEGED
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Generative AI - Sound recordings
Example output

https://suno.com/song/65820a13-9227-453f-8c07-402b1221c76c

CONFIDENTIAL AND PRIVILEGED
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Generative AI - Sound recordings
Example output

https://www.udio.com/songs/nDKNwPUB6GrMhEfvM6v2u1

CONFIDENTIAL AND PRIVILEGED
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Generative AI - Sound recordings
Example output

CONFIDENTIAL AND PRIVILEGED
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Generative AI – Outputs & DSPs
Examples

CONFIDENTIAL AND PRIVILEGED
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Text–to–video
Platform examples

CONFIDENTIAL AND PRIVILEGED
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Generative AI - Album Artwork

https://twitter.com/swiftAIartbot                                                    Finetuned SD

Output example

Taylor swift – Midnights - UMG

CONFIDENTIAL AND PRIVILEGED

https://twitter.com/swiftAIartbot
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Multimodal models
Model examples

https://humanaigc.github.io/emote-portrait-alive/                                                                   Dua Lipa - Don't Start Now - WMG https://humanaigc.github.io/emote-portrait-alive/                                                                               Eminem - Rap God  - UMG                                      

CONFIDENTIAL AND PRIVILEGED
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Generative AI - Custom GPTs
Example functionality

CONFIDENTIAL AND PRIVILEGED



Vocal clones
Plataformas e

Tipos de infrações



I F P I  2 0 2 4

How are vocal models created?

1Data collection

2Pre-processing

3Dataset

4Training

5Vocal model

6Sharing 
model

CONFIDENTIAL AND PRIVILEGED
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vocal clone outputs

Commercial 

Recording
Sound Source 

Separation (AI)

Vocal

Instrumental

Vocal Model Mix

AI Vocal ‘Cover’ 

Recording

Vocal clone covers

CONFIDENTIAL AND PRIVILEGED
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Plataformas e 

intermediaries

facilitadores

AI platforms

Cyberlockers

Social communities

Mobile applications

Online training and conversion

Vocal model aggregators

Streaming services
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Vocal models – AI platforms
Example

CONFIDENTIAL AND PRIVILEGED
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Vocal Models – Cyberclockers
Example

CONFIDENTIAL AND PRIVILEGED
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Vocal models – social communities
Discord group examples

CONFIDENTIAL AND PRIVILEGED
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Vocal Conversion – mobile applications
Example

CONFIDENTIAL AND PRIVILEGED
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Vocal clones – Online training tools
Example

CONFIDENTIAL AND PRIVILEGED
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Vocal clones – Model aggregators
Platform and infringement examples

c
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Data points
AI services

Similar 
web

Aggregator 
sites

Discord

Google 
search

Machine 
learning 
platforms

42 
matters

AI 
services 
tracker
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Workflow – Discord
Discovery - AI services & Outputs

Discord 

scrapes

Assorted hosted 

and external URLs

Outputs

External 

domains

Deconfliction and 

confirmation

Report 

URLs

Categorise
Assessment of 

member 
content

Add 

services 
to 

tracker

Text and audio 

matching
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Dataset
Content type 

assessment

Audio 

matching

Results
Assessment of 

member 
content

Metadata 

extraction

Share 

result

Workflow – Dataset analysis
Discovery - AI services & Outputs
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- Limites para inovação e disruptividade

- Casos paradigmaticos: Kazza, KLIte Nitro, 
Grokster, Napster (P2P) 

- Proteção vs. Promoção 

- Soberania de Digital 

- Proteção coletiva e desenvolvimento 
sustentável

- Tecno Feudalismo 

- Economia de dados

Reflexões
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Obrigado
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